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The SMET-SERVER System is a solution offered to companies engaged in the business of
monitoring the security alarm systems. It receives events sent using the TCP or UDP protocol
by devices manufactured by SATEL. Then it converts the events and retransmits them to the
monitoring stations in conjunction with which it operates. Depending on the settings, the
events are sent via TCP/IP network or RS 232 port.

1. FEATURES

e Receives events sent using the TCP and UDP protocols, e.g. via Ethernet or GPRS.
e Support for unlimited number of subscribers:
— in the simple mode (without control of communication with the subscriber),
— in the extended mode (with control of communication with the subscriber).
¢ Receives reporting codes sent in 4/2, Contact ID (CID) or SIA format.
e Simulation of RC4000 VISONIC receiver.
e Simulation of SurGuard (MLR2/MLR2E) receiver.
e Acknowledgment of event receipt.
¢ Unlimited event log.
e Program update capability.
e User-friendly software working in the WINDOWS SERVER environment.

2. INSTALLATION

2.1 SYSTEM REQUIREMENTS

Due to the number of open network connections in the SMET-SERVER system, it is
recommended that the system be used in the Windows Server environment.

2.2 SYSTEM ARCHITECTURE

The SMET-SERVER system can be installed on one computer. You can also split it into
several computer stations and use a distributed architecture for the system. The application
for receiving and retransmitting events can be installed on several computers. Also, the
program used to configure the system can be installed on several workstations. Only the
database is common for the entire system.

2.3 INSTALLATION OF THE SMET-SERVER SYSTEM

Note: The SMET-SERVER system should be installed on the account of a user who has
administrator rights.

In order to install the SMET-SERVER system, follow these steps:

1. Download the "SmetSRVSetup.exe" installation file from the www.satel.eu site.

2. Run installation of the program. In the first installation window, click on the "Next" button.

3. In the next window that opens (see Fig. 1), select the type of installation. It depends on the
system architecture in which the software is to be installed.
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If you select the "Full installation” option, the full package of system components will be
installed, i.e.:

SmetSRV - the application responsible for receiving, converting and transmitting
events according to their settings to the selected monitoring station via TCP/IP network
or RS-232 port. It starts automatically at the system booting.

SmetSRVCfg — the program used for configuration of the system. It also allows viewing
the events stored in the database.

DataBase file — the database which collects all the system related data: configuration
and received events.

SmetSRVMonitor — the application that allows you to monitor the process of events
transmission to the monitoring station.

Once you choose the "Custom installation" option, you will be able to determine which
components of the system are to be installed.

Notes:
e If you select the "SmetSRV — SmetSRV software package", the "SmetSRVCfg —

SmetSRYV system configurator” will then be selected automatically.

e The Firebird relational database management system will be installed for each type of

installation.

Click on the "Next" button.

fis! Setup - Smet5AY M= E3 |

Selection of installation components
Installation of selected components on this computer

amet3RY - SmetsRy software package

amet3RMCFg - Smet3RY system configurakor

DrataBase file - Installing the database on the local compuker
SmetsRYMonitar - Events monitor

= Back I Mext = I Zancel

Fig. 1.

. Indicate the place where you want the system installed.
. Follow the instructions displayed in the successive windows.
. After the installation is complete, restart your computer before running the SmetSRVCfg

program.

. If the distributed system architecture is to be applied to the SMET-SERVER system, install

the appropriate system components in turn on each computer. Then, proceed in the same
way as described in the sections above.
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Notes:

e If an update of the SMET-SERVER system is to be performed, close the program and stop
the KKD_WDog service before starting the update process.

e It is necessary to enable the ports used by the SmetSRV program (i.e. the ports on which
communication will take place with the subscribers and with the monitoring station) and by
the Firebird system (port 3050).

3. CONFIGURATION

The SmetSRVCfg program is used to configure the SMET-SERVER system settings.

3.1 MAIN MENU

45 SmetSRVCfg v1.01 22.02.2013 satel
fa) . g =
4 - £ 2 m 1
Dizconnect Ewent log Databaze Ilzers About. .
Add  Hemowe | Settings Apply Add subscrbers Bemove subscribers
1D Name Description |L”H Mo | Statuz | ID | Hame | Description
] rreqgistered
Fig. 2.
=) The button makes it possible to establish connection between the
. configuration program and the database. Access to the database is password
Connest protected. Click on the "Connect" button to display the "Login to the system”

window, in which you must enter the user login and password, and confirm it
by clicking on the "Apply" button.

Login to the system x| |

I1zer lagin

Ilzer pazzword

Apply Cancel

Fig. 3.

When running the program for the first time, the system administrator can get
access using the factory default code: "User login" — satel, "User password" —
satel. It is recommended that the password to access the program be
changed after the first start-up. To do so, hover the cursor over and click on



4 SMET-SERVER SATEL

-

the button next to the "Disconnect" button. The pop-up menu will be
displayed. After clicking on the "Changing user passwords" item, a window will
appear, where you should enter, in the appropriate fields, the current user
password, the new password, repeat the new password and confirm it with the
"Apply" button.

Login of the user currently logged on is displayed on the top bar of the
SmetSRVCfg program window, next to the name and version of the program.

=) The button allows you to terminate connection between the configuration
. - program and the database.
Dizconnect
L The button opens the "Event log" window.
Ewvent log
= The button opens the "Database"” window (see p. 6).
Database
= The button opens the "System users" window (see p. 6).
Izers
O The button opens the window displaying the following information:
I — addresses or names of computers on which the SmetSRVCfg and
LS SmetSRVMonitor applications are running,

— SmetSRVCfg program version and login of the user currently logged on,
— version of the database to which the program is connected,
— version of the SmetSRV program that support the specified user groups.

"EVENT LOG" WINDOW

The window displays the events (up to 1000), in the descending order, i.e. from the older (at
the bottom) to the newer (at the top).

Filter — the events displayed in the window can be filtered by the following criteria:

Sys. ID — the events received with a specified identifier. The identifier must be entered in
the adjacent field.

ETHM / GPRS key — the events received from devices identified by a specified key —
a string of alphanumeric characters. The key must be entered in the adjacent field.

From — the events received from the date entered in the adjacent field. The field in which
you can enter the date will be active only after the check box is checked.

To — the events received up to the date entered in the adjacent field. The field in which you
can enter the date will be active only after the check box is checked.

If you check both the "From" and "To" check boxes and enter the specific dates in the
fields, the events received within the specified period of time will be displayed in the
window.

Not reported — the events received, but not yet transferred to the monitoring station.
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Reported — the events already sent to the monitoring station.
All — all the events received.

Filter name — in this field, you can enter the name to be given to a new tab in the "Event
log" window.

Apply — when you click on the button, the window will display events which meet the
selected criteria.

[Severion =1 ]
—Filter
Sys 1D [ I From [20730:15)]  Motieponed  Fiter neme
ETHMAGRRSkey [ [ To  [mi30219] :: :;"”"e‘j I
Apply |
Refish | Previous | Next |
Eventlog |
No | Date I Reported Event Description Sys.ID |ETHMI/GPRS key Source INFO iI
4
2 2013022010490 2013-02-20 10:49:13 2004160201000 2004-1-602-01-000 Periodic reporting test 2004 4321 GPRS TESIM 1 1.2 30:01-201TCF IMEI=00001ESC002A080 Sig=3:
3 2013-02-20 104852 2013-02-20 10:48:01 1215160201000 1215-1-602-01-000 Periodic reporting test 1215 |22222 ETHM +15 160920011 TCF
4 201302-201044118  2013-02-20 10:44:20 1042160201000 1042-1-602-01-000 Periodic reporting test 1042 54321 ETHMZ +1.2 28012013 TCP HAC=001BSC002411;
5 2012022010338 2013-02-20 10:33:20 1042150201000 1042-1-502-01-000 Periodic reporting test 1042 |54321 ETHM-2 +12 26012013 TCP MAC-001BICO02411;
§ 2012022010330 20130220 10:33:14 2004160201000 2004-1-602-01-000 Periodic reporting test 2004 54321 GPRS TESIM 1 12 30:01-201TCP IMEI=00001B3C00024060 Sig=3:
7 2013-022010:3857  2013-02-20 10:33:02 1215160201000 1215-1-602-01-000 Periodic reporting test 1215 (22222 ETHM-1 +15 16092011 TCP
8 2010220103418 2013-02-2010:34:23 1042160201000 1042-1-602-01-000 Periodic reporting test 1042 54321 ETHMZ +12 28012013 TCP HAC=001BSC002411;
9 2013-02-2010:2918  2013-02-20 10:29:23 1042160201000 1042-1-602-01-000 Periodic reporting test 1042 |s4321 ETHM-2 +1.2 26012013 TCF HAC=001BSC002411;
10 2013022010291 2013-02-2010:29.12 2004160201000 2004-1-602-01-000 Periodic reporting test 2004 4321 GPRS TESIM 1 +12 30.01-201TCF IME|=00001B 00024080 Sig=3:
11 20120220 102857 2013-02-20 10:28:01 1215160201000 1215-1-502-01-000 Periodic reporting test 1215 |22222 ETHM +15 16092011 TCP
12 2012022010247 20130220 10:24:21 1042160201000 1042-1-502-01-000 Periodic reporting test 1042 54321 ETHM-2 +12 28012013 TCP MAC-001BSC002411;
13 20130220 10:1947  2013-02-20 10:19:21 1042160201000 1042-1-602-01-000 Periodic reporting test 1042 |s4321 ETHM-2 v1.2 28012013 TCP HAC=001BSC002411;
14 2013022010191 2013-02-2010:19:15 2004160201000 2004-1-602-01-000 Periodic reporting test 2004 4321 GPRS TESIM 1 +1.2 30.01-201TCF IMEI=00001B 900024080 Sig=3:
15 2013-02-20 10:18:52  2013-02-20 10:19:04 1215160201000 1215-1-602-01-000 Periodic reporting test 1215 |22222 ETHM +15 160920011 TCF
16 2012022010147 2013.02-2010:14:23 1042160201000 1042-1-602-01-000 Periodic reporting test 1042 54321 ETHM-2 +12 260012013 TCP MAC-001BSC002411;
17 20120220 10:03-17  2013-02-20 10:09:23 1042150201000 1042-1-502-01-000 Periodic reporting test 1042 |54321 ETHM-2 +12 26012013 TCP MAC-001BICO02411;
18 2012022010081 2013-02-2010:09:41 2004160201000 2004-1-602-01-000 Periodic reporting test 2004 54321 GPRS TESIM 1 12 30:01-201TCP IMEI=00001B3C00024060 Sig=3:
19 2013-02-20 10:0857  2013-02-20 10:09:00 1215160201000 1215-1-602-01-000 Periodic reporting test 1215 |22222 ETHM +15 160920011 TCF
20 2013-02-2010:0417  2013-02-2010:04:21 1042160201000 1042-1-602-01-000 Periodic reporting test 1042 54321 ETHMZ +12 28012013 TCP HAC=001BSC002411;
21 2013-02-2002:5918  2013-02-20 09:59:22 1042160201000 1042-1-602-01-000 Periodic reporting test 1042 |s4321 ETHM-2 +1.2 26012013 TCF HAC=001BSC002411;
22 2012022008591 2013-02-2009:59:16 2004160201000 2004-1-602-01-000 Periodic reporting test 2004 54321 GPRS TESIM 1 12 30:01-201TCP IMEI=00001B3C00024080 Sig=3:
23 20120220 03:5857  2013-02-2009:56:58 1215160201000 1215-1-502-01-000 Periodic reporting test 1215 |22222 ETHM +15 16092011 TCP
24 20120220 085417 2013-02-2009:5420 1042160201000 1042-1-502-01-000 Periodic reporting test 1042 54321 ETHM-2 +12 28012013 TCP MAC-001BSC002411;
25 2013-02-20 024918 2013-02-20 09:49:20 1042160201000 1042-1-602-01-000 Periodic reporting test 1042 |s4321 ETHM-2 +1.2 26012013 TCF HAC=001BSC002411;
26 2013022009491 2013-02-2009:49:14 2004160201000 2004-1-602-01-000 Periodic reporting test 2004 4321 GPRS TESIM 1 +1.2 30.01-201TCF IMEI=00001B 900024080 Sig=3:
27 2013-02-20 024852 2013-02-20 09:49.02 1215160201000 1215-1-602-01-000 Periodic reporting test 1215 |22222 ETHM +15 16092011  TCF
28 20120220 084418 2013.02-2009:4428 1042160201000 1042-1-502-01-000 Periodic reporting test 1042 54321 ETHM-2 +12 28012013 TCP MAC-001BSC002411;
29 20120220 033918 2013-02-2008:33:21 1042150201000 1042-1-502-01-000 Periodic reporting test 1042 |54321 ETHM-2 +12 26012013 TCP MAC-001BICO02411;
30 2013022008390 2013-02-2009:39:15 2004160201000 2004-1-602-01-000 Periodic reporting test 2004 54321 GPRS TSSIM1 v1.2 30:01-201TCP IMEI=00001B3C0024080:5ig=3:
I 2013-02-20 023857 2013-02-2009:38:58 1215160201000 1215-1-602-01-000 Periodic reporting test 1215 |22222 ETHM +15 16092011 TCP
K| _’I_I

Fig. 4.

Refresh — the button updates the main window by adding new events.

Note: The event log is updated automatically if the event received as the last one is selected.

Previous — clicking on the button will display the previous 1000 events in the window.
Next — clicking on the button will display the next 1000 events in the window.

Event parameters

No — the consecutive number of event.
Date — the date and time when the event was received.
Reported - the date and time of the event acknowledgment by the monitoring station.
Event — the event received from the monitored facility.
Description — depending on the type of the received event:
— in Contact ID format — code and text description of the event,
— SIA format — text description of the event,
— 4/2 format — code,
— system — text description of the event.
Sys. ID — the identifier with which the event was received.

ETHM / GPRS key — a string of alphanumeric characters to identify the device from which
the event has been sent.

Source — information about device sending the event to the SmetSRV program.
Group — the name of the group to which the device sending the event belongs.
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INFO - identification number (MAC; IMEI) of the device sending the event and information

about the GSM network signal level which was received by the device at the time of
sending the event.

"DATABASE" WINDOW
Specify in the window location of the database.

£4Database - O] =
T

Databaze Server Address

|I|:u:alh|:|st
Databaze path
IE:'\F’ngram Filezh5atelh\SmetSANSSmetS Ry dENEDOMOMI_DE.GDE

ok |

Fig. 5.

Database Server Address — the address of the server on which the database resides. It
may be entered in the form of an IP address or as a name. Figure 5 shows a situation

where the database is stored locally, i.e. on a computer running the SmetSRVCfg
program.

Database path — the access path to the database file.
OK - the button to confirm the changes and close the window.
Cancel — the button to cancel the changes and close the window.

"SYSTEM USERS" WINDOW

ZASystem users =] E3
Mo |Mame [zer lngin User pazsword | Description —Right
1_|""‘dmi”i$“at':" satel ¥ | Supervisor

¥ Adding subscribers
¥ Bemoving subscribers
¥ Settings editing

[V WViewing event log

—Group

IUnregisterad
Group 1

Add user [Delete user

Apply | Cancel |

Fig. 6.
The window is available to users having the "Supervisor" authority level.

After running the program with factory settings (the first start-up), the user named
"Administrator” is registered (login: "satel”, password: "satel"). This user has all the available
rights, cannot be removed, and his/her rights cannot be changed.

Note: The "satel" default password should be changed to another one after the first start-up.
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No — the consecutive number of user.
Name — the user name.

User login — the user login. The login is required to log into the program. It must consist of at
least 5 characters. The program is case-sensitive.

User password — the user password. The password is required to log into the program. It
must consist of at least 5 characters. The program is case-sensitive. After the first login,
the user should change the password assigned to him by the administrator (see
description of the "Connect" button, p. 3). After the password is changed, it will be
presented by means of asterisks.

Description — description of the user.

Add user — clicking on the button will add a new user to the list. You must enter a name,
login and password for the user, and then confirm the data entered using the "Apply"
button.

Delete user — clicking on the button will highlight the selected user in red. Use the "Apply"
button to confirm that you want to remove the user.

The following rights can be assigned to the users:

Supervisor — the system administrator (the supervisor has all the rights, as well as access to
the list of unregistered subscribers and to all created groups).

Adding subscribers — the user can add new subscribers to the selected groups.
Removing subscribers — the user can remove subscribers from the selected groups.
Settings editing — the user can program parameters for the selected groups of subscribers.

Viewing event log — the user can view the list of events sent by the devices assigned to the
selected groups.

Groups

In this area, it should be specified whether the user is to have access to the list of
unregistered subscribers and to the created groups.

When you hover the cursor over and right click on this area, a pop-up menu will be displayed
where you can choose the "Select all' command to highlight all available items, or the
"Unselect all" command to unhighlight all items.

Apply — the button confirming the changes made and closing the window.
Cancel — the button canceling the changes made and closing the window.

3.2 GROUP

The subscribers who are to be served by the SMET SERVER system must be assigned to
a group. You can program any number of groups with any number of subscribers in each of
them. For each group, you can specify how to send events to the monitoring station (via
TCP/IP network or RS-232 communication bus).

Each group is given its unique ID in the system. Each subscriber is assigned a unique
system ID number.
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== &' &' r“—*
Sys. D
v L
Add  Remove | Sethingz  Apply Add subzcnbers Bemowe subscnbers Heaster
1D Name | Desciiption  [U/R| "yoT Sratus [ 1D | Name [Description] IMEI MAC
1 nregistered 1
1 1 04255 5
2 |upp 2 I =
4
5
B
7
Fig. 7.
The button allows you to add groups of subscribers. Clicking on the button will
E display a window in which you must confirm that you want to add a new group.
Add When you click on the "Yes" button, the "Settings" window will open
automatically (see p. 8).
E The button allows you to delete the selected group. Select the group, click on the
button and confirm that you want to remove it in the window that will appear. If
Remove the SmetSRVCfg or SmetSRVMonitor application is running on any workstation,

a message will be displayed with the addresses or names of computers on which
these programs are open. All applications should be closed.

ﬂ The button opens the "Settings" window (see p. 8).

Settings

r The button confirms the changes made. It becomes active after any change is
v made. Each time you click on the button will be followed by restart of the
Apply SmetSRYV application.

The unregistered subscribers and groups of subscribers are displayed in the form of a table.
The table includes the following information:

ID — the identification number automatically assigned to each new group. This number is
unique and will be never re-assigned even after removal of the group.

Name — name of the group.
Description — description of the group.
U / R — the number of unregistered objects / the number of registered objects in the group.

The ID number equal to O is assigned, under the "Unregistered" name, to the list of
unregistered subscribers (see p. 16).

"SETTINGS" WINDOW

Protocol type

Select the protocol (TCP or UDP) which will be used for communication (sending events
by devices assigned to the group, testing connectivity with devices assigned to the group).
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Note: In the case of the UDP protocol, if more than one network card is installed in the
computer, be sure to properly configure the gateway to ensure proper transfer of
data to the subscribers. The gateway can be programmed individually for each
network card in the TCP / IP protocol settings.

Extended

The parameters programmed in this area relate to the subscribers supported in the
extended mode, i.e. with the communication control.

Server key — a string of up to 12 alphanumeric characters for the key to encrypt the data
during communication. The same server key must be entered in the settings of the
subscriber's device.

Port — the number of the network port on which the communication will take place. You
can enter a value from 1 to 65535. It must be different from that entered for the other
ports. The same port number must be entered in the settings of the subscriber's device.

iESettings ;[glil
Reparting | Other |
—Protocal bype Farmat:
+ TCP Dutgoing format Code Tope
" UDF [visonic [RC4000) |
—Extended & MLR2 ) MLRZE

Receiver no. [1..99]
1

Server key Isatel

Pait |55555 Line no. [ETHM] [1..9]
Simple !

W Epabisd o

Server key Isatel :

Line no. [SmetSRW] [1..9]
Fort |54321

i

[~ The oldest event nat reported |1
[ D

[~ Ewent

xi|[s]

[+ The station not responding Im g [s]

Blacking events confirmation i |'Cnnvert Besl—————————

ak | Cancel

Fig. 8.

Simple

The parameters programmed in this area relate to the subscribers supported in the simple
mode, i.e. without the communication control.

Enabled — when this box is checked, the program will be able to support subscribers in the
simple mode.

Server key — a sequence of up to 12 alphanumeric characters to define the key encrypting
the data during communication. The same port number must be entered in the settings
of the subscriber's device. This field is available if the "Enabled" box is checked.

Port — the number of the network port on which the communication will take place. You
can enter a value from 1 to 65535. It must be different from that entered for the other
ports. The same port number must be entered in the settings of the subscriber's device.
This field is available if the "Enabled" box is checked.
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Blocking events confirmation if

Acknowledgement of receiving the event from the subscriber can be blocked in the
following cases:

The oldest event not reported — the received events are waiting to be sent to the
monitoring station for longer than the time specified in the adjacent field (which can be
set from 1 to 600 seconds). This may be the case when a large number of events are
received by the SMET-SERVER in a short time, and the monitoring station is not able to
keep up with receiving the events.

The station not responding — the monitoring station receives no events for the period
specified in the adjacent field (which can be set from 1 to 600 seconds). By factory
default, this option is enabled and the time of 10 seconds is programmed.

Formats

The parameters programmed in this area relate to the format in which events are
transmitted to the monitoring station.

Outgoing format — output format of the data sent to the monitoring station. You can select
one of the following formats:

— VISONIC (RC4000),
— SurGuard (two additional options to choose from: MLR2 or MLR2E).
Receiver no. — the virtual receiver number.

Line no. (ETHM) — the virtual line number for the events sent over Ethernet network.
Line no. (GPRS) — the virtual line number for the events sent using GPRS.

Line no. (SmetSRV) — the virtual line number for the events generated by the
SMET-SERVER program.

Note: The values that can be entered for the virtual receiver number and the virtual line
number will vary depending on the selected output format. Information on the range
of values which can be set is shown in brackets next to the name of the parameter.

Test period [1-255] — the test period for communication with the monitoring station in the
event of SurGuard format. It can be programmed from 1 to 255 seconds. Default:
10 seconds.

Convert A -->0

The program can convert the letter A to the digit O:

ID — in the identifier of the event to be sent to the monitoring station.
Event — in the code of the event to be sent to the monitoring station.

Code list

The list is active, if the SurGuard (MLR2/MLR2E) format has been chosen. It allows you to
specify the type of event, depending on the first character of the event code.

Note: Events received in the Contact ID or SIA format are sent to the monitoring station in
the same format.

Type of connection with the monitoring station

The parameters programmed in this area define the way of communication with the
monitoring station.
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RS port — if this option is selected, communication will take place through the RS-232
interface. The option is selected by default.
Port no. — the number of COM port on which the data transmission to the monitoring
station will take place.

Note: If the SmetSRV program and the monitoring station operating program have been
installed on the same computer, the events can be monitored on the virtual COM
port.

Bits per second — bit transfer rate. Default: 4800.

Data bit — the amount of data sent after the start bit. 6, 7 or 8 bits can be transferred.
Default: 8.

Parity — the parity bit check. Default: None.

Stop bit — the number of stop bits. You can select 1 or 2. Default: 1.

o
Feporting  Other |
—Type of connection with the monitoring statior Code
& RS port  TCRAP Contact D 514
B ICDI\-H vl Fort |55558 Mo E |1 35001000 NoE IYS
Bits per second I4800 j' Festore E |33SDU1 000 Festore E IYK
Data bit E =] MoC [135401000 Mol v
Parity INDnE jv Restore C |3354UI 000 Restore C IYK
Stop bit [ =l

—Start/Stop SmetSRY proces:

Last responze

|3.-’?.-’2D‘I 3271540 P Start Stop

[~ Detailed lngaing

ak | Cancel |

Fig. 9.

TCP/IP — if this option is selected, communication will be done via the TCP/IP network.

Port — the number of port through which communication with the monitoring station is to
take place. You can enter a value from 1 to 65535. The value must be different from
that entered for the other ports. The same port number must be entered in the
monitoring station settings.

Note: After changing the way of communication, click on the "OK" button to close the
"Settings" window and then on the "Apply" button in the main program window.

Codes

For the Contact ID and SIA formats, you can program the event codes generated by the
program in the following situations:

No E — loss of communication with the device,

Restore E — restoration of communication with the device,

No C - loss of communication between the device and the control panel,

Restore C — restoration of communication between the device and the control panel.

Start / Stop SmetSRV process
You can manually stop the SmetSRV program and check it for correct functioning.
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Last response — the field displays the date and time of the SmetSRV program activity. This
information is updated every 5 seconds. The function allows you to check whether the
program is working.

Start — the button starts the SmetSRV program.

Stop — the button stops the SmetSRYV program.

Note: Keep in mind that if the program was turned off manually, it will not start automatically
after the reboot. You have to turn it on manually. This function only works when the
SmetSRVCfg program is installed on the same computer as the selected SmetSRV
program.

Detailed logging — if this check box is checked, the SmetSRV program will generate logs
with information on all the data received. Each group is assigned a separate file named
"SmetSRV_n.000000", where "n" is the ID number of the group. The logs are located in
the "Log" folder in the "SmetSRV" directory (default access path: C:\Program
Files\Sate\SmetSRV\SmetSRV\Log\).

OK - the button confirming the changes made.
Cancel — the button canceling the changes made and closing the window.

3.3 SUBSCRIBERS

é;jf The button opens the "Adding subscribers” window (see p. 15).

Add subzcriberz

é;—q[ The button allows you to remove subscribers (see p. 16).

Remove subszcribers

FILTER
Subscribers can be filtered, based on the following criteria:

Sys. ID — the subscribers for whom the system identifiers include the characters entered in
the adjacent field.

ETHM / GPRS key - the subscribers whose ETHM or GPRS devices are identified by
a specific key. The key must be entered in the adjacent field.

Refresh — clicking on the button will display in the window the subscribers who meet the set
criteria. If the criteria of filtering are not entered, the button is used to update the list of
subscribers.

LIST OF SUBSCRIBERS

The list of subscribers is displayed in a table format. Depending on your needs, the data can
be sorted by the column name.

No — consecutive number of the subscriber.
Status — if there is no connection with the subscriber supported in the extended mode with
communication control, the . icon is displayed.

ID — the identification number automatically assigned to each new subscriber. This number is
unique and will never be re-assigned, even if the subscriber is removed.

Name — the name of the subscriber.
Description — description of the subscriber.
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IMEI — the individual identification number of the device using the GSM or UMTS network (if
the device transmits such information).

MAC — the unique identification number of the subscriber's Ethernet module (if the module
transmits such information).

Signal — information about the level of GSM network signal which is received by the device.

Sys. ID - the system identifier programmed in the device. The identifier is in the hexadecimal
format (digits and letters from A to F).

Note: Using the digit O for the identifier is not recommended.

ETHM / GPRS key — a string of up to 5 alphanumeric characters to identify the ETHM or
GPRS device. It must be consistent with the key programmed in the device for reporting
purposes.

Test period — time between consecutive communication tests. You can enter a value from O
to 255 seconds. To disable the communication test, enter 0. Default: 255 seconds.

Count — the number of failed communication tests after which the program will generate the
event to inform about loss of communication with the device. You can enter a value from 1
to 15. Default: 15.

For example, if value 6 is entered in the "Test period" field, and value 5 in the "Count" field,
an event indicating loss of communication will be generated after 30 seconds (after 5
unsuccessful attempts, each of which will take place every 6 seconds).

Notes:

e It is recommended that parameters entered in the "Test period" and "Count" fields be
carefully matched. Entering small values in both fields can result in a frequent reporting of
the loss of communication, which does not necessarily mean real problems with
communication.

e For subscribers supported in the extended mode, in the case of devices which use GPRS
for reporting purposes, you need to program the parameters of "Test period”, where
entering the maximum value of 255 seconds is recommended, and "Count", where
entering the maximum value of 15 is recommended.

Format — the format in which the program generated events (loss / restoration of
communication with the device, loss / restoration of communication between the device
and the control panel) are to be sent. The following formats are available:

— "Normal" — two-character event codes should be entered in the fields: "No E", "Restore
E", "No C" and "Restore C".

— Contact ID — event codes should be entered in the appropriate fields in the "Other" tab,
"Settings" window.

— SIA — event codes should be entered in the appropriate fields in the "Other" tab,
"Settings" window.

By default, the "Normal" format is selected for each subscriber.

No E — code, which will be sent to the monitoring station if the "Normal” format is selected
and the communication with the device is lost.

Restore E — code, which will be sent to the monitoring station if the "Normal" format is
selected and the communication with the device is restored.

No C — code, which will be sent to the monitoring station if the "Normal" format is selected
and the communication between the device and the control panel is lost.

Restore C — code, which will be sent to the monitoring station if the "Normal" format is
selected and the communication between the device and the control panel is restored.
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Note: In the "No E", "Restore E", "No C" and "Restore C" fields, you can use digits and
letters from A to F. Typing in the digit O in any position means entering a single-digit
code.

Last test — the date and time of the last test transmission received from the selected device.

Last event — the date and time of the last event received from the selected device.

Mode — the mode in which the given subscriber is supported:

— Simple — without communication control,
— Extended — with communication control.

Version — information about device sending the event to the SmetSRV program.

The colors of subscriber related individual fields have the following meaning:

yellow — the subscriber for whom:

— no mode of support is selected,

— IMEI number conflict is detected,

— MAC number conflict is detected,

— white — the subscriber is supported in the "Simple" mode,

green — the subscriber is supported in the "Extended” mode, communication OK,

red — the subscriber is supported in the "Extended" mode, no communication,

blue — the subscriber currently selected.

ADDING SUBSCRIBERS

To add subscribers, use the "Adding subscribers” window, which will open after you click on
the "Add subscribers" button.

Note: When adding subscribers, the program checks whether the subscriber with the
entered identifier (Sys. ID) is among the already registered subscribers. If the
subscriber is not in this group, he/she will be added. If the subscriber is in the group, a
message indicating incorrect data will be displayed.

The subscriber's parameters are described in section "List of subscribers".

Subscribers count — select in this field the number of subscribers who are to be added.

OK - the button confirming the changes made and closing the "Adding subscribers" window.

Cancel — the button canceling the changes made and closing the "Adding subscribers"
window.

% Adding subscribers O] x|
Subscribers name Farmat
I.-’-‘«bonenl nr INormaI j
Spz. 1D MoE
| 11
ETHM/GFRS key Restore E
| 12
Test period [2] Ma C
S S INE
Count Festore C
f15 3 [
Subscribers count tade
|-| 3‘ IEHtended vl
ag | Catcel |

Fig. 11.
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EDITING SUBSCRIBERS

In order to change the data relating to subscribers included in the list, follow these steps:
1. Move the cursor over the selected field.

2. Select it by clicking — it will be highlighted in blue.

3. Enter the relevant data.

=

v

4. Confirm using the |_&ppl | button.

REMOVING SUBSCRIBERS

In order to delete subscribers, use the "Remove subscribers” button. Having selected the
given subscriber, click on the button. A window will appear, in which you must confirm that
you want to delete the subscriber. In order to remove a larger number of subscribers at the
same time, you must highlight the selected objects using the "Shift" and "up" or "down" arrow
keys, and click on the button.

3.4 UNREGISTERED SUBSCRIBERS

Clicking on the "Unregistered"” name in the table with groups will display information about
received transmissions which come from unregistered subscribers. They, however, have
been sent to the port and are encrypted with the key that is specified in the "Reporting" tab,
"Settings" window, for extended mode. Receiving such transmissions means that devices of
these subscribers have already been configured to interact with the program, but the
subscribers have not yet been added to the list of subscribers.

Located above the table containing the list of received transmissions are buttons and fields
described in section "Subscribers"” (the "Add subscribers" button is inactive).

&

Reqister

In addition, there is the
selected network.

In the table containing the list of received transmissions, the following information is
displayed:
No — the consecutive number of unregistered subscriber.

ID — the identification number assigned automatically to the subscriber from whom the
transmission was received.

IMEI — the individual identification number of the device using a GSM or UMTS network from
which the transmission was received.

MAC - the unique identification number of the Ethernet module from which the transmission
was received.

Sys. ID — the system identifier programmed in the device, contained in the received
transmission.

ETHM / GPRS key — the ETHM or GPRS key programmed in the ETHM or GPRS device,
contained in the received transmission.

Mode — the subscriber support mode, depending on the port on which communication with
the device sending the transmission takes place.

button, which is used to register new subscribers in the

Note: The table does not display information about the test transmissions from subscribers
supported in the simple mode.
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REGISTERING A SUBSCRIBER

1. Click on the transmission from the subscriber whom you want to register (add).

2. Click on the "Register" button. The "Add to the group” window will open.

3. Program the parameters available in the window (which are described in section "List of

subscribers").

g

Testperod  Count
EEIE e

Farmat

IEDntact 1] j

Mo E Hestore E
11 [12
Ha £ Festare £
IE 14

oK. |

Fig. 12.

4. Click on the "OK" button. The following data will be entered automatically, based on the
received transmission: "ID", "IMEI" or "MAC", "Sys. ID", "ETHM / GPRS key" and "Mode".

r
v
5. Click onthe &pply | button. The new subscriber will be registered (added).

4. TOOLS

4.1 SMETSRVMONITOR

The program allows to control the process of transferring events to the monitoring station.

% SmetSRVMonitor v1.01 22.02.2013

Program Settings

=10l x|

Ha |ID WETN Dezcriptian
1

Ewventz not reparted | All events

Last event

|Cnnnected |

Fig. 13.
Program — click to see the pop-up menu with items:

Connect — click to establish connection between the database and the SmetSRVMonitor

program.

Disconnect — click to terminate the connection between the database and the

SmetSRVMonitor program.
Exit — click to close the program.
Settings — click to open the "Settings" window.
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Database Server Address — the address of the server on which the database resides. It
may be entered in the form of an IP address or as a name. Figure 14 shows a situation
where the database is stored locally, i.e. on a computer running the SmetSRVCfg
program.

Events not reported — if the number of events not sent to the monitoring station exceeds
the value entered in the SmetSRVMonitor program window, the group will be
highlighted in red.

Database path — the access path to the database file.
Cancel — the button for canceling the changes and closing the window.
OK — the button for confirming the changes and closing the window.

No — consecutive number of the group in the SmetSRVMonitor program.
ID — identification number of the group.

Name — name of the group.

Description — description of the group.

Events not reported — the number of events received from devices assigned to the given
group that have not been sent to the monitoring station. If this number is increasing, the
icon is displayed next to it. If the number is decreasing, the [= icon is displayed next to it.

All events — the number of all events received from devices assigned to the group.
Last event — the date and time of the last event received from the device assigned to the
group.

The colors of individual fields related to the groups have the following meaning:
— white — the events are sent to the monitoring station in the real time,

— red — the critical value of events not sent to the monitoring station, as programmed in the
"Events not reported” field, is exceeded.
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